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¥ Enable attachment blocking

' Scan all file attachments

" Scan e file pes: Eile Types I

@l Attachment blocking setting

L fating: |

— File tppe blocking
Al attachments
% Specitied attachments
Attachments with zpecified extensions [Sample input: zip;doc;exe:com; |
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#] Outbreak Prevention Settings - Microsoft Internet Explorer [Z]@

Outbreak Prevention Settings (7]

Warning: Enable cutbreak prevention only when there is 3 virus outbreak, Incorrect
configuration of outbreak prevention can cause major network problems.

Outbreak prevention settings

I:‘ Block shared folders Settings
I:‘ Block ports Settings

Deny write files and falders

Autornatically restore network settings to normal after _ haur(s),

Outbreak prevention alert message

when OPP is enabled, display the following message on the OfficeScan dients.

Alert messane: officescan has detected a virus outbreak on your network.

rour OfficeScan administrator has enabled Manual Outhrealk
Prevention to prevent viruses from spreading. Tou may not
be able to ternporarily qain access to sorme resaurces on
your netwark, This is only a notification message.

Activate Settings ] [ Cancel ]
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e RunServices
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' rﬁ—" InstallRite 2.5c - [Default.iwc] ;lgl El i
™ Fle Edit Tools view Help =18 x|

Y 0 | @ # | ¥ @ w 2
Instal kel Pamel | Config  Snapshot  Analvze it Export Updates  Tour Help About
=- Tﬂ chuangi Filehame | Size after | attrib after | Date After | version After | CRC After
El ‘E) allFiles C\WINDOW S\ syskem32) Objacks] WX 76K RHS 4/13/2005 2:25:24 FM
R dded Files W INDOW S| system32)Prouseld., wix 63KE  RHSA 12/20/2005 2:07:55 PM
o B Delcted Fies CWINDOW S system32|Prousel 1, wix BEKE  RHSA 12/20/2005 2:07:55 PM
LR CAWINDOWS system 32| SYCHOST EXE 76KE  RHS 4/13/2005 2:25:24 PM
i [#-|E] Madified Fil
F_|° il il _virusichuangi KB D 1]1/1601 8:00:00 AM
s O\ _virusichuangib 336699, bat IKE A 12{20}2005 2:07:57 FM
=g Registry . 1 _virusichuangitObjects), WIx 7EEE  RHSA 4/13/2005 2:25:24 PM
(- Added Registry 2 _virus)chuangiiProuseld, wix 63KE  RHSA B/2/2005 10:47:40 AM
[+ Deleted Registry 1 _wirusichuangiPrgusel 1 i GEKE  RHSA B Z/2005 10:47:40 AM
i@l Modified Registry ' _virusichuangiS¥CHOST EXE TEEE A 4/13/2005 2:25:24 PM
0, Search... T2 _virus\ TROJ_LEGMIR, M, rar Z06KE A 12/20/2005 2:07:41 PM
4 . mll
,. Mo snapshat, | | | 4 .
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rocess Explorer - Sysinternals: www.sysinternals.com
File ©Options Wiew Process Find DLL Users Help
EEEE - Esrr 0 00 0 0 0 |
Frocess I PID | CPU I [ escription I Compan.... I
B System Idle Process .
Intenmipts A= ﬁi‘? nta Hardware [ntenupts
—IDPCs "_/ Deferred Procedu...
B ] System 4
B[ smess.exe 364 windows NT Ses... Microsoft...
[ carss ene &72 Cligrt Server Run... Microsaft...
= n winlogon. exe 596 ‘windows MT Log... Microsoft...
Bl services.exe B&2 Services and Con... Microsoft...
[T svchost.exe 864 Generic Host Pro...  Microsoft,..
B[ svchost.exe 956 Generic Host Pro...  Microsoft...
‘b wiauch exe 1584 windows Update ... Micrasaft..
[ svchostexe 1052 Generic Host Pro...  Microsoft...
[ svchostexe 1100 Generic Host Pro...  Microsoft...
ﬁ spo0ley. Exe 1248 Spooler SubSwyste... Microsoft,..
VMwareService.exe 1436 WMware Tool: Se.. YMware, ...
E lzass exe BG4 LS4 Shell [Expart ... Microsaft.
= -_-J explorer. exe 156 ‘windows Explorer  Microsoft...
VM wareTray. exe 536 WhdwareT ray Whdware, ...
[Tt warellzer.exe 544 9846 “Mwarellzer Whiware, ...
Blnslallﬂite.exe InstalRite Epzilon 5.
.L}.’procexp.exe 1.54  Spzinternals Proc...  Sysintem...
=] IExPLOR Internet Ewplorer

4 ame | Dezcription | Company ... % | Wergion | "™ -
advapi32.dl Advanced Windows 3. Microsoft Corpora... 5.01.2600.0000

avicapd2.dil A4 Capture window ... Microsoft Corpora.. 5.01.2600.0000

comctl32.dll Comman Controls Libr... Microsoft Corpora... 582 2600.0000 i oo

comct 32, dl Uszer Experience Cont...  Microsoft Corpora... 6.00.2600.0000 EEAED
crypt32.dll Crypta AP132 Microsaoft Carpara... 5.137.2600.0000 ﬁ E 7 &
dnzapi.dl DMS Client &PI DLL Microzoft Corpora... 5.07.2600.0000

gdizz dl G0 Client DLL Microgoft Corpora,.,  5.01.2600.0000

IE=FLORE EXE Internet E splorer Microsoft Corpora...  6.00.2600.0000

imagehlp.dll “windows MT Image H... Microsoft Corpora... 5.01.2600.0000

kernel32.dll windows NT BASE A... Microsoft Corpora.. 5.01.2600.0000

mpr.dll Multiple Provider Rout... Microsoft Corpora... 5.01.2600.0000

mzacm3Z.di Microzoft ACH Audio ... Microsoft Corpora... 5.01. 26000000

mzasnl.dl AS5M.1 Runtime APl Microsoft Carpara... 5.01.2600.0000

mavert.dll “windows MNT CRT DLL  Microsoft Corpora... 7.00.2600.0000

maviu32 dll Microzoft Video for Wi Microsoft Corpora... 5.01.2600.0000

Ll bdi £k 1 fian e, o '¥H £ E 01 2000 0onn

|CPLI Usage: 100,00% |Commit Charge: 13.96% |Processes: 20 |

| N
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j_u TCPYiew - Sysinternals: www.sysinternals.com

9 svchost exe: 1052
£ svchost exe:1052
£ svchost exe:1100
[ svchostexe1100
[ svchostexe1100
£ svchost exe: 864
[ svchost exe: 864
|

OUTLOOK.EXE:B00 TCF

op
op
TCP
op
uop
TCF
op

wirEp.infect trend...

wirmp: 1026
wirsp: 1027
wirp: 5000
wirp: 1900

wirEp.infect trend..

WirEp: Epmap
WINEp: Epmap

winZkaz 1026

File Cptions Process  ‘iew Help
JE A
Proce.. Protocol Local Address Remote Address | State -
a8
& EXPLORE.EXE:A... TCP wirp: 11593 wirxp: ] LISTEMING
| @ |EXPLORE.EXE... TCP wirp.infect trend... 1D.1E1\1k.1:BDEﬂ SYR_SEMT
BT lzass exeFRd IDP wirEp:izak mp weo B
7 lsass. execbE4 JDF wirp: 1030 s
L)
=
.| & OUTLOOK.EXE:800 TCP wirp: 1191 wirp: LISTEMING
| {9 OUTLOOK.EXE:800 TCP wirsp: 11592 wirep: 0 LISTEMING
(ol DUTLOOK.EXE 800 TCP wirsp: 1134 wirep: LISTEMING
(| DUTLOOK.EXE 200 TCP wirsp.infect trend... win2kas: epmap ESTABLISHED
(| DUTLOOK.EXE 200 TCP wirsp.infect trend...  winZkaz 1026 ESTABLISHED

ESTABLISHED

LISTENING 5, & ), A OutLook,
EEREES

LISTEMING
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HE | RBED | v 2 | #hah | s BEIER
| i | Time | Process | Request | Path ﬁ | Result | Other -
2428 2972665787 E ndst3zexeddd  Openkey HELMASOFTwiaRESDDBCNADEBL.INIMODEBC HOT FOURD
2429 2978158188 £ ndst32 exerddd  Openkey HKCUNSOFTwiaRENDDBCNADEBL.INIMODEBC HOT FOURND
2430 2978160477 5 ndst32 exe 404 Openkey HELMAYSOFTwiaRESDDBCAODBL.INIMODEBC HOT FOURND
‘ 2. Hr‘4dz4tiu I rdstitere, 4U4 L1eatef.e HELRT 3 aftwareihicrozoffwindows_urenty ersionsHun SLLESS Access ik UUJI—
23 948, 3t 32 e S ety alue HELMYS oftwaredMicrosoftiwindows  Curenty ersionsBunkCompag Service Drivers SLICCESS ERE
29.9995250? 9 ndst3?exe:ddd  CloseKey HELMAS oftveareMicrosoftWwindowshCurentyersionsFlun SUCCESS —
l 3EI DED?4333 Createk.e HELMAS oftware'\M|c:rDs0fl'\'w'lnduws'\Eurrent’V’ersu:un\Fl unServices SUCCESS
ry 1 & Sefalue HELMAS oftwareiMicrosoftwindowshCurentyersionsBunS ervices\Compag Service Dnvers SIJCCESS
SD.DEEEH 1 EIEI [ ndst3? execd0d  Closekey HELMMS aftwarehMicrozoftyayindowsh Curenfy ersion\BunS ervices SIICCESS
3006310087 F ndst3z execdld  Createke HELMYS aftwareMicrosoft OLE SLICCESS
2006355291 £ X Setvalue HELMYS oftveareiMicrosoft\OLE \Compag Service Drivers SUCCESS
A0.0930E145 9 ndst3? exe:ddd  CloseKey HELMAS oftveareMicrosoft OLE SUCCESS
3EI 0531 3??4 I ndst32 exe:ddd  Createks HELMASYS TEMY CurrentControlS et Control\Lza SLIEEESS
i st ! Sefalue HELMYSYS TEMYCurrentControlS et Control\LzatCompaq Service Drivers SUCCESS
30.1 5?83882 [ ndst3? execd0d  Closekey HELMMSYSTE M CurrentControlSethControl\Lza SIICCESS
3EI 185551 32 E ndst3z execdld  Createke HECUS aftwareMicrosaft\Windows\Curmenty erzions B un SLUICCESS
1 R e404  Sefvalue HECUMS oftveareMicrosoft\windowshCurenty ersiontHuntCompag Service Diivers SUCCESS
EEI 21 BE1 ?EE | nd$t32 ENE 404 Clozekey HECUMS oftveareMicrosoftWwindowshCurrentyersionsFlun SUCCESS
3EI 248?3924 7 ndst32 exesd0d4 Createke HECUMS oftware'\M|c:rDs0fl'\'w'lnduws'\Eurrent’V’ersu:un\Fl unServices SUCCESS
387 | ! Sefalue HECUMS oftware' i indowz\CurrentyersionsBunSer Jompaq Service Diivers SUCCESS
30.31 DdEBE? [ ndst3? execd0d  Closekey HECLMS D[tware'\M|c:rnscn[t\Wlnduws'\EurrenNersmn'\H LnServices SIICCESS
30.34807 368 | ndsl32 EE 404 Createk.e HECUYS aftwareMicrosoft OLE SLII:EESS
2034844780 1 R ed404  Sefvalue HECUMS oftveareMicrosoft\OLE Compag Service Drivers SUCCESS
3034845739 9 ndst3?exeddd  CloseKey HECUMS oftveareMicrosofth OLE SLIEEESS
3040574646 7 ndst3? emesd0d4  CreateKey  HECUASYSTEMSCumentControlSethControlLsa HOT FOURD
3040622902 1 ndst3? esecdd  CresteKey  HECUMSYSTEM SUCCESS Accessz: 0x2000000
30 46300558 £ ndst3? esecd0d  CreateKey  HECUMSYSTEMMCumentControlSet SIICCESS Accesy 0x2000000
308002016 E ndst3zexecddd  Closekey HKCUANSYSTERM SUCCESS
3056118584 F9 ndst3? esecd0d  CreateKey  HKCUMSYSTEMSCumentControl5et\Control SICCESS Access 0x2000000
056123924 9 ndst3?exeddd  CloseKey HECUMSYSTEMY CurrentControlS et SUCCESS
3056433296 1 ndst3? exesd0d4  CreateKey  HECUASYSTEMSCumentControl5ethControlLsa SUCCESS Access: 0«FO03F
3056470871 1 ndst32esecddd  CloseKe HECUMSYS TEMYCurrentControlS et\Control SLIEEESS
30 56478500 i st 37 e Sehalue HELCUYSYSTEMACurentControlS ety ContraltL za%Compag Service Drivers SIICCESS
A0.592399R0 9 ndst3? ewerd0d  Closekew HECUSSY S TE MACurentContralSetsContralil sa SLUCCESS
A0 62464523 9 ndst3? exe:dDd  Openkey HELMAS oftwaretMicrozoftRpciPagedB ulfers MOT FOUND
A0 62686920 9 ndst3?exe:ddd  Openkey HELMAS oftveareMicrosoft\Rpc SUCCESS Access: 0x20019 =
A0 COFAETEN i PO P S IPOPSR Y| Oamndi = LIV] bAS C —Fbys e st bA TN PN I P BIOT COl kI
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11:2212 AM
112212 AM
112212 AM
112212 AM
11'22'12.‘3.M

11 2212AM
112212 AM
1122712 AM
112212 AM
112212 4M
11:22124M
112212 4M
11:221248M
11:22128M
112212 AM
11:22:12 AM

1122
112212 AM
112212 AM
112212 AM
112212 AM
112212 AM
112212 AM
11:22:12 AM
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SVCH 05T.EXE: 398

SVEHDST EXE: 1398
winlogon. exe: 596

SWCHOST.EXE:1336
SWCHOST.EXE:1396
SWCHOST EXE:1336
S\-"CHEIST EXE: 1398

SVCHEIST EXE: 1398
SWCHOST EXE:1396
SWCHOST.EXE:1396
winlogon. exe: 596

SWCHOST.EXE:1336
SWCHOST.EXE:1396
SWCHOST EXE:1336
SWCHOST EXE:1336
SWCHOST EXE:1396
SWCHOST.EXE:1396
SVEHDST EXE: 1398

winlogon, exe; 598
SWCHOST.EXE:1396
SWCHOST EXE:1336
SWCHOST EXE:1336
SWCHOST EXE:1396
winlogon. exe:596

SWCHOST.EXE:1396

GUERY INFORMATION

SET INFORMATION
DIRECTORY

CLOSE

CLOSE

OFEN

SET IMFORMATION
OPEN

DIRECTORY

CLOSE

DIRECTORY

OFEMN

QUERY INFORMATION
GUERY INFORMATION
GUERY INFORMATION
GUERY INFORMATION
GUERY INFORMATION
[JUER"Y INFORMATION
CHEATE
OFEN
DIRECTORY

QUERY INFORMATION
GUERY INFORMATION
GUERY INFORMATION
SET INFORMATION
DIRECTORY

[JUER"Y INFORMATION

SET IMFARAATION

C'\ viruzh TROJ_LEGHMIR EN'\chuanl\SVEHDST EXE

E \WINDDWS\System32\SVEHDST EXE
CAWIND WS hapstem32
C:h_wirugh TROJ_LEGMIR. CNYchuangiVSWCHOST.EXE
CowIND OS5 S pstem 32V EWCHOST . EXE
CowIND OS5 pstem 32V SWCHOST EXE
C '\W’INDDWS\S stem32\SVCHDST E><E

10 HOS

E '\WINDDWS\System32\
CohwND OS5 ptem32t
CAWINDOMWS S pstem32y
CAwAMDOMWS

C:h_wirugh TROJ_LEGMIR. CHAchuanghSYCHOS T .EXE
C:h_vwirugh TROJ_LEGMIR. CMAchuanghSWCHOST EXE
C:h_wirugh TROJ_LEGMIR. CHAchuanghSWCHOS T EXE
C:h_wirush TROJ_LEGMIR. CHAchuang W SWCHOST EXE
C:h_wirush TROJ_LEGMIR. CHAchuang SWCHOS T EXE
C:h_wirugh TROJ_LEGMIR. CHAchuangh SWCHOS T EXE
E i wrus\TF!D.J LEGMIR CHY\chuangSYCHOST.EXE

¥

C S M D DwS S epstem 32
ConIND OS5 S petem 32\ Objectsl Wik

CowIND OS5 55 ystem 32\ Objects] Wik

C:hy_wirugh TROJ_LEGMIR. CNYchuangiVSWCHOS T EXE
CoiwIND OS5 pstem 32\ Objectsl Wik
C:WIRD WS hspstemn32

C:h wirush TROJ _LEGHMIR. CHYchuangWSWCHOST.EXE

File Edit Options Wolumes Help

He | QBE | ® | <2 | édy |

| # | Time | Process | Request | Result | -
162212 ) SUCHOSTEXE: 1356 QUERY INFORMATION [\SVCHOST EXE __SUDCESS
1B 112212 4M SVCHOST EXE-1 306 OPEN CAWINDOWE \Systemazh : SUCCESS
17 112212 8M winlogon. exe-596 DIRECTORY CWIND OWS Sapstem3? SUCCESS
18 112212 8M SWCHOST EXE-1396 READ CoWIND WS heystem s kemel32.d SUCCESS
13 112212 4M SWCHOST EXE-1396 QUERY IMFORMATION  CAWIND OWS S pstem32sSVHOST EXE SUCCESS
120 112212 8M SYCHOS T EXE-1395 QUERY IMFORMATION  CAWINDOMWSS pstem32\SVEHOST EXE SUCCESS
121 112212 M SYCHOST EXE-1395 QUERY IMFORMATION T vius\TRC._LEGMIF.CNAchuanghSWCHOST.EXE SUCCESS
122 112212 4M SYCHOST EXE-1298 SETINFORMATION  CAWINDOWSAS pstem32\SVEHOST EXE SUCCESS
123 11:22124M winlogon exe-596 DIRECTORY CAWIND W haystem3? SUCCESS

SUCCESS

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

SUCCESS j

SUEEESS
WO SUCH ..
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
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- G_SERVER. DLL

- G SERVER.EXE [ HE# I ]
- G_SERVER HOOK. DLL

- G_SERVERKEY. DLL

« ¥ TrootkitHARRRB L B34,
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HKEY LOCAL MACHINE\System\CurrentControlSet\Services\GrayPigeonServer
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- C(Create registry entries

- Start\kill services

- Start\kill processes

- C(Create files in any folder chosen by the remote user

- Create threads

- Get disk status

- Download files from the Internet to the affected system

- Log keystrokes

- Inject processes
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« HKEY CLASSES ROOT\Prgusell. classname

HKEY CLASSES ROOT\CLSID\
{081FE200-A103-11D7-A46D-C770E4459F2F}

HKEY LOCAL MACHINE\SOFTWARE\Classes\Prgusell. classnam
e

L

HKEY LOCAL MACHINE\SOFTWARE\Classes\CLSID\
{081FE200-A103-11D7-A46D-C770E4459F2F}

HKEY LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows\

CurrentVersion\Explorer\ShellExecuteHooks
{081FE200-A103-11D7-A46D-C770E4459F2F} = “hookmir”
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%System%\hxdef.exe

— %System%\IEXPLORE.exe
— %System%\kernel66.dll
—  %System%\RAVMOND.exe
— %System%\TkBellExe.exe
— %System%\Update OB.exe
— %Windows%\SYSTRA.EXE
il & %Windows%\ svchost.exe
S #EEWmdows system B FHREIH LT J5 44
LMMIB20.DLL

— MSJDBC11.DLL

— MSSIGN30.DLL

— ODBC16.DLL

— SPOLLSV.EXE

— NETMEETING.EXE

— IEXPLORER.EXE
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. H\KEY%_OCAL_MACHINE\Software\Microsoft\Windows\CurrentVersio
n\Run |,

— WinHelp="C:\WINDOWS\System32\TkBellExe.exe*
— Shell Extension = "%System%\spollsv.exe”
— Hardware Profile = "%System%\hxdef.exe”
_ — Protected Storage = "RUNDLL32.EXE MSSIGN30.DLL ondll reg®
el — Microsoft NetMeeting Associates, Inc.="NetMeeting.exe”
= A — Program In Windows ="C:\WINDOWS\System32\I[EXPLORE.EXE"
— VFW Encoder/Decoder Settings =
"RUNDLL32.EXE MSSIGN30.DLL ondIl_reg®

« HKEY_CURRENT_USER\Software\Microsoft\Windows
NT\CurrentVersion\Windows I,

— run="RAVMOND.exe"
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— HKEY_LOCAL_ MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServic
es I, COM++ System = "svchost.exe “

— HKEY_LOCAL_ MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServic
es I, SystemTra="C:\WINDOWS\SysTra.EXE “

— HKEY_LOCAL_ MACHINE\System\CurrentControlSet\Services\
— VEM _reg#ll Windows Management Protocol v.0 (experimental) /™ Ik 55

« X% NTHIRZ, ©ERmil— 1 AUTORUN.INF3C /4, % i
o B e R o S L COMRAND EXE.

+  BRESAIBMRHIEM R

HKEYT:LOCAL_MACH INE\Software\Classes\AutoRun\2\ShelNAutoRun\com
mand |,

Default = "C:\COMMAND.EXE" /StartExplorer
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\\admin$\system32\NetManager32.exe
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< autoexec.bat mmc.exe

ke Cain.pif MSDN.ZIP.pif
client.exe Support Tools.exe
Documents and Windows Media
Settings.txt.exe Player.zip.exe
findpass.exe WindowsUpdate.pif
i386.exe winhlp32.exe
Internet WinRAR.exe
Explorer.bat XCOpy.exe
Microsoft
Office.exe @ TREND
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- RAVMON. EXE
- RFW. EXE
- RISING
~ SKYNET
~ SYMANTEC

o JUHKEK:
HKEY CLASSES ROOT\txtfile\shellopen\command
Default="Update OB.exe %1"



/u/ 4.3 $2{I3: WORM_LOVEATE. AR

@® e

WORM_LOVGATE.AEE %

Plwindows XP A, 3N

KIHXPRGIE R ;

EIVERINE ey 5 W

B AR N 00 B 5 AT IR 8 s 4132 WL TIPPT
FZ IR B s A2 W PPT

i BRIk



/0/ 4.3 $2{I3: WORM_LOVEATE. AR

EN:

WORM_LOVGATE. AE



| /u/ R E

FEIA
L1 2407 T I P e Py
1. 2 4R EERAT
© 2. WERRYIIEAAT A
2. 1 JEEHIAESE 72K
2.2 JEEH B3
- 3. R ER AL T v
3.1 BEURETINZR
3.2 #ITRG LW
3.3 WERHERR TR
3.4 WHKTHAANH
o 4, LAY R R =B i




| /u/ REEE

- 1 REMEA
1. 1 S5 s B B
1.2 HEIRETIRAT EH

« 2. BRI ENITA
2.1 JREHERE
2.2 WEERB3IHA

» 3. HHBIREBAAE T
3.1 BELJRFTIIR
3.2 BT RG 2
3.3 WEERAE
3.4 HHAKITAENES

o 4, R E RG]




e Q&A
 Thanks!




